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Onieva Gonzáñez, José Antonio Ríos del Pozo, Rubén Rodríguez Sánchez, Jesús

Román Castro, Rodrigo Rubio Cortés, Juan Enrique Ruiz Ruiz, Manuel

Ferraris, Davide González Muriel, Sergio Melgar García, Alejandro

Morales Escalera, Daniel Muñoz Gallego, Antonio Ortega Daza, Juan José

WEB Y REDES SOCIALES

www.nics.uma.es

MIEMBROS DEL EQUIPO

Agudo Ruiz, Isaac Alcaraz Tello, Cristina Fernández Gago, Carmen

• Sexenios de investigación: 4 (último periodo 2013-2018) / Sexenio de transferencia: 1

• Citas: Google Scholar: 8.878 (total) / 5.872 (desde 2015) / h-index: 39. WoS: 9.821 (total) / 6.940 (desde 2015)  /  h-index: 49. SCOPUS: 4.350 (total) / 

3.018 (desde 2015) / h-index: 27

• Publicaciones: Indexadas JCR: 92 / 34 (Q1). Congresos internacionales:192 / 51 (LNCS)

• Proyectos de Investigación: Investigador Principal en 37 proyectos internacionales y nacionales, con una financiación total de 7.085.659 €. De entre los 

anteriores, IP en 10 proyectos europeos (FP6, FP7 y H2020), con una financiación total de 3.178.760 €

• Dirección de Tesis Doctorales:  9 tesis en últimos 10 años (de 16 tesis en total)

• Organización de Congresos Internacionales: 34 como Program (co)Chair, 

y 15 como General (co) Chair

• Participación en tribunales de tesis doctorales en el extranjero: 24 presenciales y 25 no-presenciales.
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ÁREAS DE INVESTIGACIÓN

ATAQUES Y DEFENSA ANTE 

AMENAZAS

Detección de anomalías

Detección y eliminación de malware

Detección y monitorizado de ataques

INFRAESTRUCTURAS CRÍTICAS

Autenticación criptográfica

Computación segura multiparte

Control de Acceso y Autenticación

Protocolos de autenticación

Autenticación en transacciones a nivel global

Plataformas de ejecución seguras

Lenguajes y Frameworks de desarrollo seguros

OTRAS

Desarrollo de herramientas de protección

Seguridad en Blockchain

Seguridad en Sistemas de Transporte Inteligentes

Seguridad en Gemelos Digitales (Digital Twins)

Seguridad en Industria 4.0

Seguridad en Sistemas Ciberfísicos

Diseño de requisitos de seguridad

Arquitectura de Protección

Conciencia de la situación

Detección de amenazas

Métodos y herramientas de Protección

Monitorizado y seguridad de redes

Vigilancia del entorno
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LÍNEAS Y ÁREAS DE INVESTIGACIÓN

Smart cards

Fog Computing

PRINCIPALES LÍNEAS DE INVESTIGACIÓN

Cloud Computing

Internet de las Cosas

Redes de comunicación privada

ÁREAS DE INTERÉS

PRIVACIDAD

GESTIÓN DE LA IDENTIDAD

SISTEMAS FIABLES Y ACTUALIZABLES

Tecnologías de potenciadores de la privacidad (PET)

Protocolos criptográficos de preservación de la privacidad

Privacidad en IoT

Privacidad en las consultas

Seguridad / Privacidad mediante el diseño

Desarrollo de entornos integrados de seguridad

Computación Segura

Internet of Things

Criptografía

Seguridad de redes

Seguridad en Sistemas Críticos (Aeronáutica, Ferrocarril, Automoción…)
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C. Alcaraz, "Secure Interconnection of IT-OT Networks in Industry 4.0", Critical Infrastructure Security and Resilience: Theories, Methods, Tools and Technologies, no. Advanced Sciences and 

Technologies for Security Applications book series (ASTSA), Springer International Publishing, pp. 201-217, 01/2019

C. Alcaraz, and J. Lopez, "A Cyber-Physical Systems-Based Checkpoint Model for Structural Controllability", IEEE Systems Journal, vol. 12, issue 4, IEEE, pp. 3543-3554, 12/2018.

R. Roman, J. Lopez, and S. Gritzalis, "Evolution and Trends in the Security of the Internet of Things", IEEE Computer, vol. 51, issue 7, IEEE Computer Society, pp. 16-25, 07/2018

R. Roman, J. Lopez, and M. Mambo, "Mobile edge computing, Fog et al.: A survey and analysis of security threats and challenges", Future Generation Computer Systems, vol. 78, issue 1, Elsevier, pp. 680-

698, 01/2018

R. Rios, C. Fernandez-Gago, and J. Lopez, "Modelling Privacy-Aware Trust Negotiations", Computers & Security, vol. 77 , issue August 2018, Elsevier, pp. 773-789, 2018.

J. Lopez, J. E. Rubio, and C. Alcaraz, "A Resilient Architecture for the Smart Grid", IEEE Transactions on Industrial Informatics, vol. 14, issue 8, IEEE, pp. 3745-3753, 08/2019, 2018.

I. Stellios, P. Kotzanikolaou, M. Psarakis, C. Alcaraz, and J. Lopez, "Survey of IoT-enabled Cyberattacks: Assessing Attack Paths to Critical Infrastructures and Services", IEEE Communications Surveys 

and Tutorials, vol. 20, issue 4, IEEE, pp. 3453-3495, 07/2018.

A. Nieto, A. Acien, and G. Fernandez, "Crowdsourcing analysis in 5G IoT: Cybersecurity Threats and Mitigation", Mobile Networks and Applications (MONET), Springer US, pp. 881-889, 10/2018

L. Cazorla, C. Alcaraz, and J. Lopez, "Cyber Stealth Attacks in Critical Information Infrastructures", IEEE Systems Journal, vol. 12, issue 2, IEEE, pp. 1778-1792, 06/2018

M. Kolar, C. Fernandez-Gago, and J. Lopez, "A Model Specification for the Design of Trust Negotiations", Computers & Security, vol. 84, issue July 2019, Elsevier, pp. 288-300, 04/2019.

J. E. Rubio, R. Roman, C. Alcaraz, and Y. Zhang, "Tracking APTs in Industrial Ecosystems: A Proof of Concept", Journal of Computer Security, vol. 27, issue 5, Elsevier, pp. 521-546, 09/2019

D. Ferraris, and C. Fernandez-Gago, "TrUStAPIS: A Trust Requirements Elicitation Method for IoT", International Journal of Information Security , Springer, pp. 111-127, 01/2020, 2019

J. E. Rubio, M. Manulis, C. Alcaraz, and J. Lopez, "Enhancing Security and Dependability of Industrial Networks with Opinion Dynamics", European Symposium on Research in Computer Security 

(ESORICS2019), vol. 11736, pp. 263-280, 09/2019

I. Agudo, R. Rios, and A. Nieto, "Personalized Computer Security Tasks with Automatic Evaluation and Feedback", International Conference on Information Systems Education and Research (AIS SIGED 

2019), 12/2019.

A. Farao, et al., "SealedGRID: A Secure Interconnection of Technologies for Smart Grid Applications", 14th International Conference on Critical Information Infrastructures Security (CRITIS 2019), vol. 

11777, Springer, Cham, pp. 169-175, 12/2019.

D. Ferraris, C. Fernandez-Gago, J. Daniel, and J. Lopez, "A Segregated Architecture for a Trust-based Network of Internet of Things", IEEE Consumer Communications & Networking Conference 2019, 

IEEE, 03/2019.

C. Alcaraz, "Security and Privacy Trends in the Industrial Internet of Things", Advanced Sciences and Technologies for Security Applications, Springer, 2019

A. Nieto, R. Rios, and J. Lopez, "Privacy-Aware Digital Forensics", Security and Privacy for Big Data, Cloud Computing and Applications, Lizhe Wang, Wei Ren, Raymoond Choo and Fatos Xhafa, The 

Institution of Engineering and Technology (IET) , 09/2019

J. E. Rubio, C. Alcaraz, R. Roman, and J. Lopez, "Current Cyber-Defense Trends in Industrial Control Systems", Computers & Security Journal, vol. 87, Elsevier, 11/2019

A. Nieto, and R. Rios, "Cybersecurity Profiles based on Human-Centric IoT Devices", Human-centric Computing and Information Sciences, vol. 9, no. 1, Springer, pp. 1-23, 2019

S. Agrawal, M. Lal Das, and J. Lopez, "Detection of Node Capture Attack in Wireless Sensor Networks", IEEE Systems Journal, vol. 13, issue 1, IEEE, pp. 238 - 247, 03/2019.

J. A. Onieva, R. Rios, R. Roman, and J. Lopez, "Edge-Assisted Vehicular Networks Security", IEEE Internet of Things Journal, vol. 6, issue 5, IEEE Computer Society, pp. 8038-8045, 10/2019.

D. Nuñez, I. Agudo, and J. Lopez, "Escrowed decryption protocols for lawful interception of encrypted data", IET Information Security, vol. 13, issue 5, IET, pp. 498 -- 507, 09/2019.

R. Roman, R. Rios, J. A. Onieva, and J. Lopez, "Immune System for the Internet of Things using Edge Technologies", IEEE Internet of Things Journal, vol. 6, issue 3, IEEE Computer Society, pp. 4774-

4781, 06/2019

D. Ferraris, D. Bastos, C. Fernandez-Gago, and F. El-Moussa, "A Trust Model for Popular Smart Home Devices",International Journal of Information Security, Springer, In Press

A. Nieto, "Becoming JUDAS: Correlating Users and Devices during a Digital Investigation",IEEE Transactions on Information Forensics & Security, vol. 15, IEEE, pp. 3325-3334, 17/04/2020

C. Alcaraz, J. E. Rubio, and J. Lopez, "Blockchain-Assisted Access for Federated Smart Grid Domains: Coupling and Features", Journal of Parallel and Distributed Computing, vol. 144, Elsevier, pp. 124-

135, 06/2020

J. E. Rubio, R. Roman, and J. Lopez, "Integration of a Threat Traceability Solution in the Industrial Internet of Things", IEEE Transactions on Industrial Informatics, vol. 16, issue 10, no. 6575-6583, IEEE, 

10/2020

PUBLICACIONES AÑO 2019

C. Alcaraz, G. Bernieri, F. Pascucci, J. Lopez, and R. Setola, "Covert Channels-based Stealth Attacks in Industry 4.0", IEEE Systems Journal., vol. 13, issue 4, IEEE, pp. 3980-3988, 12/2019.

NICS Lab. Networks, Information and Computer Security Lab 

Características generales Características del Equipo de Investigación Características de la Investigación

PUBLICACIONES RELACIONADAS DESTACADAS

PUBLICACIONES AÑO 2020

D. Ferraris, D. Bastos, C. Fernandez-Gago, F. El-Moussa, and J. Lopez, "An Analysis of Trust in Smart Home Devices",The 20th World Conference on Information Security Applications: WISA-Workshop 

2019, Springer, In Press.

J. E. Rubio, C. Alcaraz, and J. Lopez, "Game Theory-Based Approach for Defense against APTs", 18th International Conference on Applied Cryptography and Network Security (ACNS’20), In Press.

J. E. Rubio, C. Alcaraz, R. Rios, R. Roman, and J. Lopez, "Distributed Detection of APTs: Consensus vs. Clustering", 25th European Symposium on Research in Computer Security (ESORICS 2020), vol. 

12308, pp. 174-192, 09/2020

J. E. Rubio, C. Alcaraz, and J. Lopez, "Addressing Security in OCPP: Protection Against Man-in-the-Middle Attacks", 9th IFIP International Conference on New Technologies, Mobility & Security, 2018

J. E. Rubio, R. Roman, and J. Lopez, "Analysis of cybersecurity threats in Industry 4.0: the case of intrusion detection", The 12th International Conference on Critical Information Infrastructures Security, vol. 
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A. Acien, A. Nieto, and J. Lopez, "Analyzing cross-platform attacks: towards a three-actor approach", The 16th IEEE International Conference on Dependable, Autonomic and Secure Computing (DASC 
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H. Tsunoda, R. Roman, J. Lopez, and G. Mansfield Keeni, "Feasibility of Societal Model for Securing Internet of Things", KSII Transactions on Internet and Information Systems, vol. 12, no. 8, KSII, pp. 3567-
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A. Nieto, R. Rios, and J. Lopez, "IoT-Forensics meets Privacy: Towards Cooperative Digital Investigations", Sensors, vol. 18, issue 2, no. 492, MDPI, 02/2018.
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J. Lopez, and J. E. Rubio, "Access control for cyber-physical systems interconnected to the cloud", Computer Networks, vol. 134, Elsevier, pp. 46 - 54, 2018.

C. Alcaraz, "Cloud-Assisted Dynamic Resilience for Cyber-Physical Control Systems", IEEE Wireless Communications, vol. 25, no. 1, IEEE, pp. 76-82, 02/2018
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J. E. Rubio, C. Alcaraz, R. Roman, and J. Lopez, "Analysis of Intrusion Detection Systems in Industrial Ecosystems", 14th International Conference on Security and Cryptography (SECRYPT 2017), vol. 6, 
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G. Fernandez, and A. Nieto, "Configuración de honeypots adaptativos para análisis de malware", III Jornadas Nacionales de Investigación en Ciberseguridad (JNIC 2017), Servicio de Publicaciones de la 
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A. Nieto, R. Rios, and J. Lopez, "Digital Witness and Privacy in IoT: Anonymous Witnessing Approach", 16th IEEE International Conference On Trust, Security And Privacy In Computing And 

Communications (TrustCom 2017), IEEE, pp. 642-649, 08/2017

C. Alcaraz, J. Rodriguez, R. Roman, and J. E. Rubio, "Estado y Evolución de la Detección de Intrusiones en los Sistemas Industriales", III Jornadas Nacionales de Investigación en Ciberseguridad (JNIC 

2017), 2017

G. Fernandez, A. Nieto, and J. Lopez, "Modeling Malware-driven Honeypots", 14th International Conference On Trust, Privacy & Security In Digital Business (TrustBus 2017), vol. 10442, Springer 
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J. E. Rubio, C. Alcaraz, and J. Lopez, "Preventing Advanced Persistent Threats in Complex Control Networks", European Symposium on Research in Computer Security, vol. 10493, 22nd European 

Symposium on Research in Computer Security (ESORICS 2017), pp. 402-418, 09/2017

A. Nieto, R. Rios, and J. Lopez, "PRoFIT: modelo forense-IoT con integración de requisitos de privacidad", XIII Jornadas de Ingeniería Telemática (JITEL 2017), vol. Libro de actas, Editorial Universitat 

Politècnica de València, pp. 302-309, 01/2018, 2017.

R. Rios, D. Nuñez, and J. Lopez, "Query Privacy in Sensing-as-a-Service Platforms", 32nd International Conference on ICT Systems Security and Privacy Protection (IFIP SEC 2017), S. De Capitan di 

Vimercati, and F. Martinelli Eds., IFIP Advances in Information and Communication Technology (AICT) 502, Springer, pp. 141–154, 05/2017.

A. Nieto, and R. Rios, "Requisitos y soluciones de privacidad para la testificación digital", III Jornadas Nacionales de Investigación en Ciberseguridad (JNIC 2017), vol. Actas del JNIC 2017, Servicio de 

Publicaciones de la URJC, pp. 51-58, 2017

J. E. Rubio, C. Alcaraz, and J. Lopez, "Selecting Privacy Solutions to Prioritise Control in Smart Metering Systems", The 11th International Conference on Critical Information Infrastructures Security, vol. 

10242, pp. 176-188, 2017

M. Egorov, ML. Wilkison, and D. Nuñez, "NuCypher KMS: Decentralized key management system", Blockchain Protocol Analysis and Security Engineering 2018, 01/2018

M. Kolar, C. Fernandez-Gago, and J. Lopez, "Policy Languages and Their Suitability for Trust Negotiation", 32nd Annual IFIP WG 11.3 Conference on Data and Applications Security and Privacy XXXII, 

2018, vol. 10980, Springer, Cham, pp. 69-84, 07/2018

J. E. Rubio, R. Roman, C. Alcaraz, and Y. Zhang, "Tracking Advanced Persistent Threats in Critical Infrastructures through Opinion Dynamics", European Symposium on Research in Computer Security 

(ESORICS 2018), vol. 11098, Springer, pp. 555-574, 08/2018. 

D. Ferraris, C. Fernandez-Gago, and J. Lopez, "A Trust-by-Design Framework for the Internet of Things", 2018 9th IFIP International Conference on New Technologies Mobility and Security (NTMS), IEEE, 

04/2018. 

A. Nieto, A. Acien, and J. Lopez, "Capture the RAT: Proximity-based Attacks in 5G using the Routine Activity Theory", The 16th IEEE International Conference on Dependable, Autonomic and Secure 

Computing (DASC 2018), IEEE, pp. 520-527, 08/2018

A. Acien, A. Nieto, G. Fernandez, and J. Lopez, "A comprehensive methodology for deploying IoT honeypots", 15th International Conference on Trust, Privacy and Security in Digital Business (TrustBus 
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X. Wang, et al., "Location Proximity Attacks against Mobile Targets: Analytical Bounds and Attacker Strategies", 23rd European Symposium on Research in Computer Security (ESORICS 2018), LNCS 
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A. Nieto, R. Roman, and J. Lopez, "Digital Witness: Digital Evidence Management Framework for the Internet of Things", ERCIM News, no. 106, ERCIM EEIG, pp. 9-9, 07/2016
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C. Alcaraz, L. Cazorla, and J. Lopez, "Cyber-Physical Systems for Wide-Area Situational Awareness", Cyber-Physical Systems: Foundations, Principles and Applications, no. Intelligent Data-Centric 
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C. Alcaraz, and J. Lopez, "Secure Interoperability in Cyber-Physical Systems", Security Solutions and Applied Cryptography in Smart Grid Communications, IGI Global, USA, IGI Global, pp. 137-158, 2017.

C. Alcaraz, J. Lopez, and S. Wolthunsen, "OCPP Protocol: Security Threats and Challenges", IEEE Transactions on Smart Grid, vol. 8, issue 5, IEEE, pp. 2452 - 2459, 02/2017.

J. Lopez, C. Alcaraz, J. Rodriguez, R. Roman, and J. E. Rubio, "Protecting Industry 4.0 against Advanced Persistent Threats", European CIIP Newsletter, vol. 11, issue 26, no. 1, European CIIP Newsletter, 
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D. Nuñez, I. Agudo, and J. Lopez, "Delegated Access for Hadoop Clusters in the Cloud", IEEE International Conference on Cloud Computing Technology and Science (CloudCom 2014), IEEE, pp. 374-379, 
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F. Moyano, C. Fernandez-Gago, K. Beckers, and M. Heisel, "Enhancing Problem Frames with Trust and Reputation for Analyzing Smart Grid Security Requirements", Smart Grid Security - Second 
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09/2014

D. Nuñez, and I. Agudo, "BlindIdM: A Privacy-Preserving Approach for Identity Management as a Service", International Journal of Information Security, vol. 13, issue 2, Springer, pp. 199-215, 2014

C. Fernandez-Gago, I. Agudo, and J. Lopez, "Building Trust from Context Similarity Measures", Computer Standards & Interfaces, Special Issue on Security in Information Systems, vol. 36, issue 4, 

Elsevier, pp. 792-800, 2014

C. Alcaraz, and J. Lopez, "Diagnosis Mechanism for Accurate Monitoring in Critical Infrastructure Protection", Computer Standards & Interfaces, vol. 36, issue 3, Elsevier, pp. 501-512, 2014.

A. Nieto, and J. Lopez, "A Model for the Analysis of QoS and Security Tradeoff in Mobile Platforms", Mobile Networks and Applications (MONET) Journal, vol. 19, issue 1, Springer US, pp. 64-78, 02/2014
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(STAVE 2011), C. Lee, J-M. Seigneur, J. J. Park, and R. R. Wagner Eds., Communications in Computer and Information Science 187, Springer, pp. 190-197, June, 2011.

W.. Joosen, J. Lopez, F.. Martinelli, and F.. Massacci, "Engineering Secure Future Internet Services", Future Internet Assembly 2011: Achievements and Technological Promises (FIA 2011), LNCS 6656, 

Springer Berlin Heidelberg, pp. 177-191, 2011. 

D. Nuñez, I. Agudo, P. Drogkaris, and S. Gritzalis, "Identity Management Challenges for Intercloud Applications", 1st International Workshop on Security and Trust for Applications in Virtualised 

Environments (STAVE 2011), vol. 187, pp. 198-204, June, 2011

C. Alcaraz, I. Agudo, D. Nuñez, and J. Lopez, "Managing Incidents in Smart Grids à la Cloud", IEEE CloudCom 2011, IEEE Computer Society, pp. 527-531, Nov-Dec 2011

N. Dai, et al., "OSAMI Commons: An open dynamic services platform for ambient intelligence", IEEE 16th Conference on Emerging Technologies Factory Automation (ETFA 2011), IEEE, pp. 1-10, Sep 

2011.

R. Roman, J. Lopez, C. Alcaraz, and H. Hwa Chen, "SenseKey - Simplifying the Selection of Key Management Schemes for Sensor Networks", 5th International Symposium on Security and Multimodality in 

Pervasive Environments (SMPE’11), IEEE, March, 2011.

O. Leon, R. Roman, and J. Hernandez Serrano, "Towards a Cooperative Intrusion Detection System for Cognitive Radio Networks", Workshop on Wireless Cooperative Network Security (WCNS’11), 

Springer, May, 2011

R. Carbou, M. Diaz, E. Exposito, and R. Roman, Digital Home Networking , Wiley-ISTE, 2011.

J. L. Ferrer-Gomilla, J. A. Onieva, M. Payeras, and J. Lopez, "Certified electronic mail: Properties revisited", Computers & Security, vol. 29, no. 2, pp. 167 - 179, 2010

D. G. Rosado, E. Fernandez-Medina, J. Lopez, and M. Piattini, "Developing a Secure Mobile Grid System through a UML Extension", Journal of Universal Computer Science, vol. 16, no. 17, Springer, pp. 

2333-2352, Sep 2010.

I. Agudo, "Digital Identity and Identity Management Technologies", UPGRADE - The European Journal of the Informatics Professional, vol. 2010, CEPIS, pp. 6 - 12, 2010

J. Lopez, R. Roman, and P. Najera, "Los Desafíos de Seguridad en la Internet de los Objetos", Revista SIC, vol. 88, Ediciones CODA, pp. 66-73, Feb 2010.

J. Forne, et al., "Pervasive Authentication and Authorization Infrastructures for Mobile Users", Computer and Security, vol. 29, elsevier, pp. 501-514, 2010

I. Agudo, C. Fernandez-Gago, and J. Lopez, "A Scale Based Trust Model for Multi-Context Environments",Computers and Mathematics with Applications, vol. 60, Elsevier, pp. 209-216, July, 2010.

C. Alcaraz, and J. Lopez, "A Security Analysis for Wireless Sensor Mesh Networks in Highly Critical Systems", IEEE Transactions on Systems, Man, and Cybernetics, Part C: Applications and Reviews, vol. 

40, no. 4, IEEE, pp. 419-428, July, 2010

J. L. Vivas, C. Fernandez-Gago, A. Benjumea, and J. Lopez, "A security framework for a workflow-based grid development platform.", Computer Standards and Interfaces, vol. 32, no. 5-6, Elsevier, pp. 230-

245, Oct 2010.

J. Lopez, R. Roman, I. Agudo, and C. Fernandez-Gago, "Trust Management Systems for Wireless Sensor Networks: Best practices", Computer Communications, vol. 33, no. 9, Elsevier, pp. 0140-3664, 

2010

C. Alcaraz, R. Roman, P. Najera, and J. Lopez, "Acceso seguro a redes de sensores en SCADA a través de Internet", XI Reunión Española sobre Criptología y Seguridad de la Información (RECSI 2010), 

pp. 337-342, September, 2010

J. A. Montenegro, J. Lopez, and R. Peralta, "Computacion Segura Multiparte Aplicada a Subastas Electrónicas", IX Jornadas de Ingeniería Telemenatica (JITEL 2010), Octubre, 2010.

I. Agudo, J. A. Onieva, and D. Merida, "Distribución segura de componentes software basada en OpenID", XI Reunión Española sobre Criptología y Seguridad de la Información (RECSI 2010), September, 

2010

C. Alcaraz, A. Balastegui, and J. Lopez, "Early Warning System for Cascading Effect Control in Energy Control Systems", 5th International conference on Critical Information Infrastructures Security 

(CRITIS’10), LNCS 6712, Springer, pp. 55-67, September, 2010

R. Rios, I. Agudo, and J. L. Gonzalez, "Implementación de un esquema de localización privada y segura para interiores", IX Jornadas de Ingeniería Telemática (JITEL’10), Y. Dimitriadis, and M. Jesús Ver 

Pérez Eds., pp. 237 - 244, Sept., 2010

I. Agudo, C. Fernandez-Gago, and J. Lopez, "Concurrent access control for multi-user and multi-processor systems based on trust relationships", Concurrency and Computation: Practice and Experience, 

vol. 21, John Wiley & Sons, pp. 1389-1403, July, 2009

R. Roman, and J. Lopez, "Integrating Wireless Sensor Networks and the Internet: A Security Analysis", Internet Research, vol. 19, no. 2, Emerald, pp. 246-259, Mar 2009

D. G. Rosado, E. Fernandez-Medina, and J. Lopez, "Obtaining Security Requirements for a Mobile Grid System", International Journal of Grid and High Performance Computing, vol. 1, IGI-Global, pp. 1-17, 

Jan 2009

M. Carbonell, J. Maria Sierra, and J. Lopez, "Secure multiparty payment with an intermediary entity", Computers and Security, vol. 28, no. 5, Elsevier, pp. 289-300, 2009.

P. Najera, F. Moyano, and J. Lopez, "Security Mechanisms and Access Control Infrastructure for e-Passports and General Purpose e-Documents", Journal of Universal Computer Science, vol. 15, pp. 970-

991, 2009.

D. G. Rosado, E. Fernandez-Medina, and J. Lopez, "A Study of Security Approaches for the Development of Mobile Grid Systems", 5th International Conference on Software and Data Technologies 

(ICSOFT’10), vol. 1, Springer, pp. 133-138, july, 2010

C. Alcaraz, P. Najera, J. Lopez, and R. Roman, "Wireless Sensor Networks and the Internet of Things: Do We Need a Complete Integration?", 1st International Workshop on the Security of the Internet of 

Things (SecIoT’10), IEEE, pp. xxxx, December, 2010.

J. Cuellar, J. Lopez, G. Barthe, and A. Pretschner Eds., ""Security and Trust Management"", 6th International Workshop, STM 2010, Athens, Greece, September 23-24, 2010. Proceedings, vol. 6710, 2010. 

S. K. Katsikas, J. Lopez, and M. Soriano Eds., "Trust, Privacy and Security in Digital Business, 7th International Conference, TrustBus 2010, Bilbao, Spain, August 30-31, 2010. Proceedings", TrustBus, vol. 

6264, Springer, 2010.

PUBLICACIONES AÑO 2009

R. Rios, and J. Lopez, "Source Location Privacy Considerations in Wireless Sensor Networks", 4th International Symposium of Ubiquitous Computing and Ambient Intelligence (UCAmI’10), L. Fuentes, N. 

Gámez, and J. Bravo Eds., IBERGARCETA PUBLICACIONES, S.L., pp. 29 - 38, Sept., 2010

9



NICS Lab. Networks, Information and Computer Security Lab 

Características generales Características del Equipo de Investigación Características de la Investigación

PUBLICACIONES RELACIONADAS DESTACADAS

PUBLICACIONES AÑO 2020

R. Roman, C. Fernandez-Gago, J. Lopez, and H. Hwa Chen, "Trust and Reputation Systems for Wireless Sensor Networks", Security and Privacy in Mobile and Wireless Networking, S. Gritzalis, T. 

Karygiannis, and C. Skianis Eds., Troubador Publishing Ltd, pp. 105-128, 2009

D. Gritzalis, and J. Lopez Eds., "Emerging Challenges for Security, Privacy and Trust, 24th IFIP TC 11 International Information Security Conference, SEC 2009, Pafos, Cyprus, May 18-20, 2009. 

Proceedings", SEC, vol. 297, Springer, 2009

X.. Xiang, J. Lopez, H.. Wang, and W.. Zhou Eds., "Proceeding of the 3rd International Conference on Network and System Security (NSS 2009)", 3rd International Conference on Network and System 

Security (NSS 2009), IEEE Computer Sociaty, OCT 2009

PUBLICACIONES AÑO 2008

V. Benjumea, J. Lopez, and J. M. Troya, "Anonymity Analysis in Credentials-based Systems: A Formal Framework", Computer Standards & Interfaces, vol. 30, no. 4, Elsevier, pp. 253-261, 2008

I. Agudo, J. Lopez, and J. A. Montenegro, "Enabling Attribute Delegation in Ubiquitous Environments", Mobile Networks and Applications, vol. 13, no. 3-4, Springer, pp. 398-410, August, 2008

C. Alcaraz, G. Fernandez, R. Roman, A. Balastegui, and J. Lopez, "Gestión segura de redes SCADA", Nuevas tendencias en gestión de redes, Novática, no. 196, CEPIS, pp. 20-25, December, 2008

J. A. Onieva, J. Zhou, and J. Lopez, "Multi-Party Nonrepudiation: A survey", ACM Comput. Surveys, vol. 41, no. 1, pp. 5, December, 2008.

C. Alcaraz, G. Fernandez, R. Roman, A. Balastegui, and J. Lopez, "Secure Management of SCADA Networks", Novatica, New Trends in Network Management, vol. 9, no. 6, Cepis UPGRADE, pp. 22-28, 

December, 2008

R. Roman, J. Lopez, and S. Gritzalis, "Situation Awareness Mechanisms for Wireless Sensor Networks", IEEE Communications Magazine, vol. 46, no. 4, IEEE, pp. 102-107, April, 2008

C. Alcaraz, R. Roman, and J. Lopez, "Análisis de la Aplicabilidad de las Redes de Sensores para la Protección de Infraestructuras de Información Críticas", VI Jornadas de Ingeniería Telemática 

(JITEL’08), pp. 437, September, 2008.

J.. Zhou, K. T. Das, and J. Lopez, "An Asynchronous Node Replication Attack in Wireless Sensor Networks", 23rd International Information Security Conference (SEC 2008), vol. 278, pp. 125-139, 2008

R. Rios, and J. A. Onieva, "Clasificación de canales encubiertos. Un nuevo canal: Covert_DHCP", X Reunión Española de Criptología y Seguridad de la Información (RECSI’08), L. Hernández Encinas, 

and A. Martin del Rey Eds., pp. 325-336, Sept., 2008

I. Agudo, C. Fernandez-Gago, and J. Lopez, "Delegating Privileges over Finite Resources: A Quota Based Delegation Approach", 5th International Workshop on Formal Aspects in Security and Trust 

(FAST’08), LNCS 5491, Springer, pp. 302-315, 2008

D. G. Rosado, E. Fernandez-Medina, J. Lopez, and M. Piattini, "Engineering Process Based On Grid Use Cases For Mobile Grid Systems", Third International Conference on Software and Data 

Technologies (ICSOFT’08), Springer, pp. 146-151, 2008

D. Galindo, R. Roman, and J. Lopez, "An Evaluation of the Energy Cost of Authenticated Key Agreement in Wireless Sensor Networks", X Reunión Española sobre Criptología y Seguridad de la 

Información (RECSI’08), pp. 231-236, September, 2008

I. Agudo, C. Fernandez-Gago, and J. Lopez, "An Evolutionary Trust and Distrust Model", 4th Workshop on Security and Trust Management (STM’08), ENTCS 224, Elsevier, pp. 3-12, 2008.

V. Benjumea, S. G. Choi, J. Lopez, and M. Yung, "Fair Traceable Multi-Group Signatures", Financial Cryptography and Data Security (FC’08), LNCS 5143, Springer, pp. 265-281, January, 2008

R. Roman, and J. Lopez, "KeyLED - Transmitting Sensitive Data over out-of-band Channels in Wireless Sensor Networks", 5th IEEE International Conference on Mobile Ad Hoc and Sensor Systems 

(MASS’08), IEEE, pp. 796-801, September, 2008

D. Galindo, R. Roman, and J. Lopez, "A Killer Application for Pairings: Authenticated Key Establishment in Underwater Wireless Sensor Networks", Proceedings of the 7th International Conference on 

Cryptology and Network Security (CANS’08), LNCS 5339, Springer, pp. 120-132, December, 2008.

R. J. Caro, et al., "Middleware Seguro EP2P: un Desafío para las Redes Sociales", XVIII Jornadas Telecom I+D, October, 2008

I. Agudo, C. Fernandez-Gago, and J. Lopez, "A Model for Trust Metrics Analysis", 5th International Conference on Trust, Privacy and Security in Digital Business (TrustBus’08), LNCS 5185, Springer, pp. 

28-37, 2008

D. G. Rosado, E. Fernandez-Medina, J. Lopez, and M. Piattini, "PSecGCM: Process for the development of Secure Grid Computing based Systems with Mobile devices", International Conference on 

Availability, Reliability and Security (ARES’08), IEEE Computer Society, pp. 136-143, 2008.

P. Najera, F. Moyano, and J. Lopez, "Secure Integration of RFID Technology in Personal Documentation for Seamless Identity Validation", 3rd Symposium of Ubiquitous Computing and Ambient Intelligence 

2008, Advances in Soft Computing 51/2009, Springer, pp. 134-138, October, 2008

J. Manuel Marquez, J. Jimenez, and I. Agudo, "Secure Real-Time Integration of Services in a OSGi Distributed Environment", Fourth International Conference on Networked Computing and Advanced 

Information Management (NCM’08), vol. 1, IEEE, pp. 631-635, September, 2008

S. Furnell, S. K. Katsikas, J. Lopez, and A. Patel, Securing Information and Communications Systems: Principles, Technologies and Applications , Artech House, 2008.

J. Lopez, and J. Zhou, "Wireless Sensor Networks Security", Cryptology and Information Security Series, vol. 1, IOS Press, 2008

R. Roman, C. Alcaraz, and N. Sklavos, "On the Hardware Implementation Efficiency of Cryptographic Primitives", Wireless Sensor Network Security, J. Lopez, and J. Zhou Eds., IOS Press, 2008

PUBLICACIONES AÑO 2007

J. Lopez, I. Agudo, and J. A. Montenegro, "On the deployment of a real scalable delegation service", Information Security Technical Report, vol. 12, no. 3, Elsevier, pp. 139-147, Jun 2007.

J. A. Onieva, J. Lopez, and J. Zhou, "Secure Multi-Party Non-Repudiation Protocols and Applications", Advances in Information Security, vol. 43, Springer, 2009.

C. Alcaraz, et al., "Adaptive Dispatching of Incidences Based on Reputation for SCADA Systems", 6th International Conference on Trust, Privacy and Security in Digital Business (TrustBus’09), Springer-

Verlag, pp. 86-94, September, 2009.

J. Lopez, R. Roman, and C. Alcaraz, "Analysis of Security Threats, Requirements, Technologies and Standards in Wireless Sensor Networks", Foundations of Security Analysis and Design 2009, LNCS 

5705, Springer Berlin/Heidelberg, pp. 289-338, August, 2009

D. G. Rosado, E. Fernandez-Medina, and J. Lopez, "Applying a UML Extension to build Use Cases diagrams in a secure mobile Grid application", 5th International Workshop on Foundations and Practices 

of UML, LNCS 5833, Springer Berlin Heidelberg, pp. 126-136, 2009.

R. Roman, J. Lopez, and C. Alcaraz, "Do Wireless Sensor Networks Need to be Completely Integrated into the Internet?", 3rd CompanionAble Workshop - Future Internet of People, Things and Services 

(IoPTS) eco-Systems, xxxx, pp. xxxx, December, 2009

D. G. Rosado, E. Fernandez-Medina, and J. Lopez, "Reutilización de Casos de Uso en el Desarrollo de Sistemas Grid seguros", XII Conferencia Iberoamericana de Ingeniería de Requisitos y Ambientes de 

Software (IDEAS’09), University of Colombia, pp. 388-393, 2009.

J. L. Vivas, I. Agudo, and J. Lopez, "Security Assurance During the Software Development Process", International Conference on Computer Systems and Technologies (CompSysTech09), ACM, pp. 11.7.1-

11.7.6, 2009

R. J. Caro, et al., "SMEPP: A Secure Middleware for Embedded P2P", ICT Mobile and Wireless Communications Summit (ICT-MobileSummit’09), June, 2009.

D. G. Rosado, E. Fernandez-Medina, and J. Lopez, "Extensión UML para Casos de Uso Reutilizables en entornos Grid Móviles Seguros", XIV Jornadas de Ingeniería del Software y Bases de Datos 

(JISBD 2009), Antonio Vallecillo and Goiuria Sagardui (Eds.), pp. 331-342, September, 2009

D. G. Rosado, E. Fernandez-Medina, and J. Lopez, "Hacia una Arquitectura de Servicios de Seguridad para entornos Grid móviles", V Congreso Iberoamericano de Seguridad Informática (CIBSI’09), 

Universidad de la República, Uruguay, pp. 409-423, 2009.

I. Agudo, C. Fernandez-Gago, and J. Lopez, "A Multidimensional Reputation Scheme for Identity Federations", Sixth European Workshop on Public Key Services, Applications and Infrastructures 

(EuroPKI’09), LNCS 6391, Springer, pp. 225-238, 2009.

D. G. Rosado, E. Fernandez-Medina, and J. Lopez, "Reusable Security Use Cases for Mobile Grid environments", Workshop on Software Engineering for Secure Systems, IEEE, pp. 1-8, 2009.

10



NICS Lab. Networks, Information and Computer Security Lab 

Características generales Características del Equipo de Investigación Características de la Investigación

PUBLICACIONES RELACIONADAS DESTACADAS

PUBLICACIONES AÑO 2020
J. Zhou, W-Y. Chin, R. Roman, and J. Lopez, "An Effective Multi-layered Defense Framework Against Spam", Information Security Technical Report, vol. 12, no. 3, Elsevier, pp. 179-185, 2007

J. A. Onieva, J. Lopez, R. Roman, J. Zhou, and S. Gritzalis, "Integration of non-repudiation services in mobile DRM scenarios", Telecommunications Systems, vol. 35, pp. 161-176, September, 2007

R. Roman, C. Alcaraz, and J. Lopez, "The Role of Wireless Sensor Networks in the Area of Critical Information Infrastructure", Information Security Technical Report, vol. 12, no. 1, Elsevier, pp. 24-31, 2007

R. Roman, C. Alcaraz, and J. Lopez, "A Survey of Cryptographic Primitives and Implementations for Hardware-Constrained Sensor Network Nodes", Mobile Networks and Applications, vol. 12, no. 4, 

Springer, pp. 231-244, August, 2007.

C. Dixon, C. Fernandez-Gago, M. Fisher, and W. van der Hoek, "Temporal Logics of Knowledge and their Applications in Security", First Workshop in Information and Computer Security (ICS’06), vol. 186, 

Elsevier, pp. 27-42, 2007

C. Alcaraz, R. Roman, and J. Lopez, "Análisis de primitivas criptográficas para redes de sensores",VI Jornadas de Ingeniería Telemática (JITEL’07), pp. 401-408, September, 2007

V. Benjumea, S. G. Choi, J. Lopez, and M. Yung, "Anonymity 2.0: X.509 Extensions Supporting Privacy-friendly Authentication", Sixth International Workshop on Cryptology and Network Security 

(CANS’07), LNCS 4856, Springer, pp. 265-281, December, 2007

R. Roman, and C. Alcaraz, "Applicability of Public Key Infrastructures in Wireless Sensor Networks", European PKI Workshop: Theory and Practice (EuroPKI’07), LNCS 4582, Springer, pp. 313-320, June, 

2007

I. Agudo, J. Lopez, and J. A. Montenegro, "Attribute delegation in ubiquitous environments", 3rd international conference on Mobile multimedia communications (MobiMedia ’07), ICST, pp. 43:1–43:6, 2007

M. Carbonell, J. Maria Sierra, J. A. Onieva, J. Lopez, and J. Zhou, "Estimation of TTP Features in Non-repudiation Service", 7th International Conference on Computational Science and Its Applications 

(ICCSA’07), LNCS 4706, Springer, pp. 549-558, 2007. 

R. Roman, C. Fernandez-Gago, and J. Lopez, "Featuring Trust and Reputation Management Systems for Constrained Hardware Devices", 1st International Conference on Autonomic Computing and 

Communication Systems (Autonomics’07), ICST, October, 2007

D. G. Rosado, E. Fernandez-Medina, J. Lopez, and M. Piattini, "Hacia un Proceso sistemático para el desarrollo de sistemas Grid Seguros con Dispositivos Móviles", IV Congreso Iberoamericano de 

Seguridad Informática (CIBSI’07), Sebastián Cañón, M.A., pp. 111-124, 2007.

I. Agudo, J. Lopez, and J. A. Montenegro, "Implementation aspects of a delegation system", 3rd international conference on Mobile multimedia communications (MobiMedia ’07), ICST, pp. 50:1–50:6, 2007

M. Payeras, J. L. Ferrer Gomila, L. Huguet Rotger, and J. A. Onieva, "Incompatibilidades entre Propiedades de los Protocolos de Intercambio Equitativo de Valores", VI Jornadas de Ingeniería Telemática 

(JITEL’07), Universidad de Malaga, pp. 605-608, 2007. 

C. Fernandez-Gago, R. Roman, and J. Lopez, "A Survey on the Applicability of Trust Management Systems for Wireless Sensor Networks", 3rd International Workshop on Security, Privacy and Trust in 

Pervasive and Ubiquitous Computing (SecPerU’07), IEEE Computer Society, pp. 25-30, 2007.

J. L. Vivas, J. A. Montenegro, and J. Lopez, "Grid Security Architecture: Requirements, Fundamentals, Standards and Models", Security in Distributed, Grid, Mobile, and Pervasive Computing, Y.. Xiao Eds., 

Auerbach Publications, pp. 255-288, April, 2007

J. Lopez, C. Alcaraz, and R. Roman, "On the Protection and Technologies of Critical Information Infrastructures.", On Foundations of Security Analysis and Design IV, FOSAD 2006/2007, Springer, LNCS 

4677, pp. 160-182, 2007.

P. Najera, and J. Lopez, "RFID: Technological Issues and Privacy Concerns", Digital Privacy: Theory, Technologies, and Practices, A.. Acquisti, S. Gritzalis, C.. Lambrinoudakis, and S. De Capitan di 

Vimercati Eds., Auerbach Publications, pp. 285-306, December, 2007. 

J. Biskup, and J. Lopez Eds., "Computer Security - ESORICS 2007, 12th European Symposium On Research In Computer Security, Dresden, Germany, September 24-26, 2007, Proceedings", ESORICS, 

vol. 4734, Springer, 2007.

J. Lopez, and B. M. H"ammerli Eds., "Critical Information Infrastructures Security, Second International Workshop, CRITIS 2007, Málaga, Spain, October 3-5, 2007. Revised Papers", CRITIS, vol. 5141, 

Springer, 2007

J. Lopez, P. Samarati, and J. L. Ferrer Eds., "Public Key Infrastructure, 4th European PKI Workshop: Theory and Practice, EuroPKI 2007, Palma de Mallorca, Spain, June 28-30, 2007, Proceedings", 

EuroPKI, vol. 4582, Springer, 2007

"Third International Workshop on Security, Privacy and Trust in Pervasive and Ubiquitous Computing (SecPerU 2007), 19 July 2007, Istanbul, Turkey", SecPerU, IEEE Press, 2007

PUBLICACIONES AÑO 2006

V. Benjumea, J. Lopez, and J. M. Troya, "Anonymous Attribute Certificates based on Traceable Signatures", Internet Research, vol. 16, no. 2, Elsevier, pp. 120-139, 2006

R. Roman, J. Zhou, and J. Lopez, "An Anti-spam Scheme Using Pre-challenges", Computer Communications, vol. 29, no. 15, Elsevier, pp. 2739-2749, 2006

F. Sanchez-Cid, A. Munoz, D. Serrano, and C. Fernandez-Gago, "Software Engineering Techniqes Applied to AmI: Security Patterns", First International Conference on Ambient Intelligence Developments 

(AmID’06), Springer, pp. 108-123, September, 2006

J. Zhou, J. A. Onieva, and J. Lopez, "A Synchronous Multi-Party Contract Signing Protocol Improving Lower Bound of Steps",21st International Information Security Conference (IFIP SEC’06), no. 201, 

Springer, pp. 221-232, May, 2006.

J. Lopez Eds., "Critical Information Infrastructures Security, First International Workshop, CRITIS 2006, Samos, Greece, August 31 - September 1, 2006, Revised Papers", CRITIS, vol. 4347, Springer, 2006

S. K. Katsikas, J. Lopez, M. Backes, S. Gritzalis, and B. Preneel Eds., "Information Security, 9th International Conference, ISC 2006, Samos Island, Greece, August 30 - September 2, 2006, Proceedings", 

ISC, vol. 4176, Springer, 2006

V. Benjumea, J. Lopez, and J. M. Troya, "Specification of a Framework for the Anonymous Use of Privileges", Telematics and Informatics, vol. 23, no. 3, Elsevier, pp. 179-195, 2006.

J. Lopez, "Unleashing Public-Key Cryptography in Wireless Sensor Networks", Journal of Computer Security, vol. 14, no. 5, IOS Press, pp. 469-482, 2006

P. Najera, and J. Lopez, "Aplicación de la Tecnología RFID a Entornos Sanitarios", 2nd International Workshop of Ubiquitous Computing & Ambient Intelligence (wUCAmI’06), University of Castilla La 

Mancha, pp. 83-95, November, 2006. 

R. Roman, J. Zhou, and J. Lopez, "Applying Intrusion Detection Systems to Wireless Sensor Networks", IEEE Consumer Communications & Networking Conference (CCNC 2006), IEEE, pp. 640-644, 

January, 2006.

C. Alcaraz, and R. Roman, "Applying Key Infrastructures for Sensor Networks in CIP/CIIP Scenarios", 1st International Workshop on Critical Information Infrastructures Security (CRITIS’06), LNCS 4347, 

Springer Berlin / Heidelberg, pp. 166-178, 2006

I. Agudo, J. Lopez, and J. A. Montenegro, "Attributes Delegation Based on Ontologies and Context Information", 10th IFIP TC-6 TC-11 International Conference on Communications and Multimedia on 

Security (CMS’06), LNCS 4237, Springer, pp. 54-66, October, 2006.

J. A. Onieva, J. Lopez, R. Roman, and J. Zhou, "Extension de una plataforma DRM basada en OMA con servicios de No Repudio", IX Reunion Española sobre Criptologia y Seguridad de la Informacion 

(RECSI’06), UOC S.L., pp. 129-141, 2006.

I. Agudo, J. Lopez, and J. A. Montenegro, "Graphical Representation of Authorization Policies for Weighted Credentials", 11th Australasian Conference on Information Security and Privacy (ACISP’06), 

LNCS 4058, Springer, pp. 383-394, 2006

M. Carbonell, J. Maria Sierra, and J. Lopez, "Modelo de pago con intermediario. Su aplicación a un escenario real", IX Reunión Española sobre Criptología y Seguridad de la información (IX RECSI), pp. 35-

46, Sep 2006.

I. Agudo, J. Lopez, and J. A. Montenegro, "Políticas de delegación para credenciales ponderadas y su representación gráfica", IX Reunión Española sobre Criptología y Seguridad de la información 

(RECSI’06), pp. 311-322, Septiembre, 2006

J. Lopez, A. Mana, and A. Munoz, "A Secure and Auto-configurable Environment for Mobile Agents in Ubiquitous Computing Scenarios", Third International Conference on Ubiquitous Intelligence and 

Computing, LNCS 4159, no. 4159, Springer, pp. 977-987, August, 2006

J. Lopez, J. A. Montenegro, and R. Roman, "Service-Oriented Security Architecture for CII based on Sensor Networks", 2nd International Workshop on Security Privacy and Trust in Pervasive and 

Ubiquitous Computing (SecPerU’06), IEEE Press, pp. 1-6, June, 2006

11



NICS Lab. Networks, Information and Computer Security Lab 

Características generales Características del Equipo de Investigación Características de la Investigación

PUBLICACIONES RELACIONADAS DESTACADAS

PUBLICACIONES AÑO 2020

R. Roman, J. Zhou, and J. Lopez, "Protection Against Spam using Pre-Challenges", 20th IFIP International Information Security Conference (IFIP-SEC’05), R. Sasaki, S. Qing, E. Okamoto, and H. Yoshiura 

Eds., Springer, pp. 281-294, May, 2005.

K.. Peng, E. Dawson, J. Gonzalez-Nieto, E. Okamoto, and J.. Lopez, "A Novel Method To Maintain Privacy in Mobile Agent Applications", Fourth International Conference on Cryptology and Network 

Security (CANS´05), LNCS 3810, Springer, pp. 247-260, 2005

 A. Munoz, J. A. Onieva, and J. Lopez, "Perfiles Seguros para Comercio Movil", III Simposio Español de Comercio Electronico (SCE’05), Universitat de les Illes Balears, pp. 235-244, 2005
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R. Roman, J. Zhou, and J. Lopez, "On the Security of Wireless Sensor Networks", Computational Science and Its Applications (ICCSA’05), LNCS 3482, Springer, pp. 681-690, May, 2005

S. K. Katsikas, J. Lopez, and G. Pernul, "Trust, Privacy and Security in E-business: Requirements and Solutions", 10th Panhellenic Conference in Informatics (PCI’05), LNCS 3746, Springer, pp. 548-558, 

November, 2005

S. Qing, W. Mao, J. Lopez, and G. Wang Eds., "Information and Communications Security, 7th International Conference, ICICS 2005, Beijing, China, December 10-13, 2005, Proceedings", ICICS, vol. 3783, 
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2004.

V. Benjumea, J. Lopez, J. A. Montenegro, and J. M. Troya, "A First Approach to Provide Anonymity in Attribute Certificates", 2004 International Workshop on Practice and Theory in Public Key 

Cryptography (PKC’04), LNCS 2947, Springer, pp. 402-415, March, 2004
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(SCIS’02), pp. 1149-1154, January, 2002. 
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Información (VII RECSI), pp. 471-483, Septiembre, 2002.
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J. Lopez, S. Qing, and E. Okamoto Eds., "Information and Communications Security, 6th International Conference, ICICS 2004, Malaga, Spain, October 27-29, 2004, Proceedings", ICICS, vol. 3269, 
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TIN 2014-54427-JIN, PRECISE: “Proceso de Diseño basado en confianza para el desarrollo de Software Seguro”, Ministerio de Economía y 

Competitividad, Programa Estatal de I+D+i Orientada a los Retos de la Sociedad, Proyectos de I+D+i para jóvenes investigadores sin 
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marzo 2010

RTC-2016-4847-8, SADCIP 4.0: Sistema Avanzado para la Detección de Ciberataques Persistentes en Industria 4.0, Ministerio de Economía y 
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TIN2016-79095-C2-1-R, SMOG: Mecanismos de Seguridad para Fog Computing - Desafios en la Proteccion de la Infraestructura , Ministerio de 
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1-FD97-1269-C02-02, eTicket: Arquitectura de Aplicaciones de Tarjetas  Inteligentes para el Sector Servicios, FEDER, Pedro Merino, octubre 

1999 - diciembre 2001
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